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1. Oo0Omue moIoxKeHHd

1.1. Hacrosimee Ilonoxkenne o nopsake oOGpaboTku mnepcoHanbHBIX AaHHBIX (nanee — [lonoxenue)
3akpeiToro akuuoHepHoro obmecrsa «Xponollsii» (3A0 «Xponollsii») pazpaboTaHo B COOTBETCTBHH C
Koncruryuueit Poccmiickoit  ®@epepauun, Ipaxmanckam koaekcom Poccmiickoit  ®enepariuu,
®enepanbHbM 3aKOHOM 152-D3 «O nepcoHanbHBIX AaHHEIX», DenepansHbmM 3akoHOM Ne 149-03 «O6
nHpopManuu, WHGOPMAIMOHHBIX TEXHOMOTHAX M O 3aluTe WHOOPMAILMHY», U JAPYTHMH HOPMATHBHO-
NPaBOBBIMH aKTaMH, PETYIHPYIOUIMMH NMOPAA0K paboThl ¢ NEPCOHATBHBIMY JAHHBIMH.

1.2. TTonoxeHue onpeenseT nepeyeHb NePCOHATBHBIX JaHHBIX KIMEHTOB, NOJb3yiomuxcs yeayramu 3A0
«Xponollrity», nopsaok ob6paboTku NEpcoOHaNbHBIX AAHHBIX, OCHOBHbBIC MMPUHIUMBL, LEIA H YCIOBUS
00paboTKH TNEpPCOHANBHBIX JAHHBIX, YycTaHaBIMBaeT TpeOOBaHMA, MNpEABABIAEMbIE K 3aluTe
NEPCOHATBHBIX JIaHHBIX.

1.3. JleiictBue Ilonoxenus pacnpocrpaHsercs Ha BCe NMEpCOHANbHbIE JaHHbIE, KOTOphIe nonyyaer 3A0
«XponolIrit», BKIItOYas JaHHbIE, MOJTYYEHHbIE /10 BBeeHUS B AeiicTBre HacTosmero [lonoxenus.

1.4. Hacrosimiee [lonokenne BCTynaer B CHIIy ¢ MOMEHTA €r0 YTBEPKIACHHA | eHepalbHBIM JIUPEKTOPOM
3A0 «Xponoll»i» u neiictByer GeccpodHO.

1.5. Bee u3MeHeHHUs M JI0NOTHEHMs COBEPIIAIOTCA M yTBepkaatoTes [Ipukazom ['enepanpHOro qupekropa.
1.6. Bee [Ipunoxenus K HactosmeMy [1010/KeHHIO ABISIOTCS €r0 HEOTHEMIIEMOH 4acThIO.

2. OcHOBHbIE IOHATHS H COKPAIIEHHS

2.1. B nacrosimeM [lonosxkeHun TepMUHBI HCIOIB3YIOTCS B UX 3HAYEHHH, YCTAHOBJICHHOM JACHCTBYIOM
3aKOHO/1aTEILCTBOM, @ TAKXKE CJICAYIONIUE TTOHSITHSI:
HHDOPMAIILUSI — cBenenus (cooOmmeHns, TaHHbIe ), HE3aBUCHMO 0T (OpMBI U3 IIPEICTaBIICHHS.

NMEPCOHAJIBHBIE JAHHBIE JEPKATEJENW BAHKOBCKHX KAPT (IIJ[) — nmammbie o
cosepmaemom 1utareke (OPHO nuarenbiuuka, JaHHbIC OAHKOBCKOH KapThl WJIH 3JIEKTPOHHOI'O KOIIEIbKa,
azpec, HoMmep TesedoHa, moYTOBkIH aapec, IP-aapec), HakarmBaembie 3A0 «XponolIi» B aBTOMaTHIECKOM
peXHUME TPH BBOJIC JIMIIOM, KOTOPOE NMPAMO HIH KOCBCHHO OIPEACNIACTCS WIM MOXKET OBITh ONpPEZEIICHO ¢
MOMOIIBIO MEPCOHANBHBIX JAaHHBIX (CYOBEKT MEPCOHANBHBIX JaHHBIX) B ceTH MHTepHeT mis omiatsl

nproOpeTaeMbIX HM TOBApoOB/paboT/yCIIyT Y TOBapO-CePBHCHBIX MPEANPHATHH.

HH®OPMAIIUOHHASI CHCTEMA INEPCOHAJIBHBIX JAHHBLIX OBUHIECTBA (MCIIX) -
COBOKYIHOCTh MEPCOHAIBHBIX JaHHBIX, cojepiammxcs B Oa3ax panHpx OOumecTBa, MH(OOPMAIMOHHBIX
TexHonoruii, pazpadorannsix 3A0 «Xporollsit» u obecneunBaromux 00paboOTKY MEPCOHATBHBIX JAHHBIX, a

TaKKC TCXHHYCCKHX CPCIACTB.

ABTOMATH3HPOBAHHASAA OBPABOTKA IIEPCOHAJIBHBIX JAHHBIX - obpa6orka
NEPCOHAIBHBIX JaHHBIX ¢ HCIOIB30BaHHEM CPEJICTB BBIYUCIUTEIbHOH TEXHHKH.
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CHUCTEMA 3ALIIUTHI NEPCOHAJIBHBIX JTAHHBIX (C3II/I) — cOBOKYNHOCTh OPraHH3allHOHHbBIX U
TEeXHHYECKUX Mep M0 3alUTe NePCOHATLHBIX AaHHBIX, MpuMenseMbiXx 3A0 «Xponolldit» ama cobmoaenus
TpeboBanmii 3akoHoAaTeNLCcTBAa PO,

CTAHJIAPT PCI DSS - cucrema npasun obecrieueHusi 6e3omacHOCTH HHPOpPMAIMH O BIaje/bliax
IJIATeXKHBIX KapT MpH ee 00padoTke, nepeaye WM XpaHeHHH, KOTOpas pa3paboTaHa OCHOBAHHBIM BEAYLLHMH
MEK/IyHApOAHBIMH TUTaTeKHbIMH cuctemMamu — VISA, MasterCard, American Express, JCB, Discover —
CoBetoM mo cranjapraM Oe3omacHOCTH HHAyCTpuH IuiarekHbix kapT (Payment Card Industry Security
Standards Council' (PCI SSC)).

BAHK-9KBAMPEP — oGcnyxuparommii GaHK, KOTOpbIi NPHHAMAET JaHHbIE O TPaH3aKUMAX oT (upM,
KOTOpbIC NPUHHMAIOT K oruiaTe OaHKOBCKHE ILIATE)KHBIC KapTOYKH, HANPABJIACT MX B COOTBETCTBYIOIIYIO
CHCTEMY B3aMMOOOMEHa, a TakKe OCYIUECTBIISIET pacyerTbl ¢ oOcHyKHBacMbIMH (upMamMu, KoTOpbIe
NPUHUMAIOT K oImnate OGaHKOBCKWE IUIATEKHBIE KapTOYKH, [0 COBEPIICHHBIM IUIATEIbIIMKAMH —

(Pu3MYECKUMH JTHLIAMH - TPAH3AKIHAM.

BAHK-ODMHUTEHT - xpeautHasi opraHu3anus, Y4aCTHUK I[LJIATEKHOM CHCTEMBI, OCYILECTBIISET BLIIYCK U
obcnyxuBanue OaHKOBCKMX KapT. BsICTynmaer rapaHToM BBINOJHEHHS (UHAHCOBBIX 00s3aTeNbCTB,
BO3HHUKAIOIIHUX B X0JI€ HCIIOIB30BaHUA ITHX KapT JAepXKaTe/saMHu.

TPAHCI'PAHUYHASA TTEPEJAYA IEPCOHAJIbHBIX JAHHBIX - nepenava nepcoHaIbHBIX
JTAHHBIX cyObeKTa NMEepPCOHANBHBIX JAHHBIX HA TEPPUTOPHUI0 MHOCTPAHHOTO rOCyJapcTBa OpraHy BIacTH

HHOCTPAHHOTI'0 rocyaapcTsa, HHOCTPaHHOMY (1) H3IWYCCKOMY JTHIY HJIH HHOCTPAHHOMY HOPHIHYCCKOMY JIHILY.

3. OopadboTka ¥ 3aIMTA NMEPCOHAJIBHBIX JAHHBIX

3.1. 3BA0 «XponolIsi#i» ocymecTBiasier 00pabOTKy NEPCOHANBHBIX AAHHBIX (cOOp, cHCTeMaTH3allus,
HAKOILIICHHE, XpaHEHHE, YTOUHEHHE (0OHOBIEHHE, U3MEHEHHE), H3BJICYCHHE, HCIIOJIB30BAHKE, Nepeaada
(npenocraBieHue), 610KMPOBaAHKE, YAATCHUE NIEPCOHATBHBIX IAHHBIX ) H, B COOTBETCTBHH C ACHCTBYIOMUM
3aKOHOIATEILCTBOM SABIIAETCS ONEPATOPOM MEPCOHANBHBIX JaHHbIX.

3.2. 3A0 «Xponoll3i» ocymectBiser 00pabOTKy NEPCOHANBHBIX JaHHBIX B LEIAX MCIOIHEHAA
00s3aTeNnBCTB MO JIOFOBOPY BO3ME3AHOrO OKa3zaHHs YCIYr HHG(OPMalHOHHO-TEXHOJIOTHYECKOrO
B3aMMOJICHCTBHA MEK/Y Y4YaCTHHMKaMH IUIATEKHBIX CHCTEM MPH OCYIIECTBICHHH TPAH3aKIHH: IPHEM
c(OPMHPOBAHHBIX IJIATEIBIINKOM 3JIEKTPOHHBIX 3alPOCOB HAa COBEPIICHHE IUIAaTeXa M MX Nepeaada
Ganky-3kBaiipepy. Kareropum oOpabarbiBaeMBIX NE€PCOHANBHBIX JaHHBIX M IIEPEYCHb CYyOBEKTOB

NEPCOHATBHBIX JaHHBIX OIIPEACIACTCA B HpHJ’lO)KCHHH Nel k HacCTOAIIEMY [Tonoxenuto.

! Undopmarmio o ceoeit aestensHoctr PCI SSC nyGnukyeT Ha caiite www.pcisecuritystandards.org
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3.3. ObpaboTka nepconanbubIx AaHHbIX 3A0 «Xponollsii» ocymecTisgeTcs ¢ HCMOIL30BAHHEM CPEJICTB
aBTOMATH3ALMH HA CTIELHATH3HPOBAHHBIX cepBepax ¢ cobmoznennem Tpebopanuii Cranjgapra PCI DSS u
TIOJIOKEHUH 0 3aIUTe NEPCOHATBHBIX JAHHBIX, TIPEIyCMOTPEeHHBIX 3aK0HOaTenbCTBOM PD.
3.4. 3A0 «XponolIsii» He ocymecTBisieT 06paboTKy CrielHAIBHOH KaTerOpHH NEPCOHAIBHEIX IAaHHBIX.
3.5. Jlna poctkeHus uemu obpabotku mnepcoHanbHbIX faHHBIX 3A0 «Xponolldii» ocymecTsiser
TPaHCTPaHUYHYIO Tepeady MepCOHANTbHBIX AaHHBIX (IS OCYHIeCTBIIEHHS HHPOPMALMOHHOTO 06MeHa O
nIaTe)ax ¢ MeXIyHapoAHBIMHE IUIaTeXHBIMH cicteMamu VISA, MasterCard).
3.6. O6paboTKa NepcoHabHBIX JAaHHBIX OCYIIECTBISETCS ¢ YUeTOM CIeIYIONHX TpeOoBaHHii:
3.6.1.3A0 «XponolIaii» uncnurca B Peectpe onepatopoB 06paboTKH NEPCOHAIBHBIX JaHHBIX
3.6.2. npu BBOJIe CyOBEKTOM NEPCOHAILHBIX JaHHBIX HA IJIATEXHOH CTpaHHIIe 3A0
«XponolI2#» cBeeHMi, HeOOXO0IUMBIX /111 COBEPIIEHH [L1aTeXka, CYOBEKT NEPCOHAIBHBIX JaHHBIX
JIOJKEH TIPEIOCTaBUTH Corjlacue Ha 00paboTKy nepcoHaNbHBIX JIaHHbIX,
3.6.3. noJiy4eHHE NEPCOHAIBbHBIX JIAHHBIX OT CYOBEKTOB MNEPCOHAIBHBIX JAHHBIX OCYIIECTBIIACTCS C
LIEJIBE0 UCIIOJIHEHUS JIOrOBOPOB, 3aKkmoYeHHBIX Mexay 3A0 «Xponolld#» 1 TOBapo-CEPBUCHBIMH
MpeAnpUsITUIMH.
CyOBeKT MEPCOHATBHBIX J@HHBIX CaMOCTOATeNbHO Ha IuiatexkHor crpanune TCIT wm
3A0 «Xpounnllsii» ykazsiBaeT HEOOX0IUMBbIE /UL COBEPIICHHS IIIaTea JaHHbIC, B COOTBETCTBUH C
TpeOOBAHMAMH MEXIYHAPOIHBIX TaTéxHbIX cucteM 1 Cranzapra PCI DSS. Hubie cesienust, Kak
SIBIISIFOIIMECS [1EPCOHATBHBIMH JAHHBIMH, TaK M HE OTHOCSIIIMECS K TAKOBBIM, 3A0
«XponolI3i#i» He coOupaer U He 0OpabaTbIBacT.
3.6.4.3A0 «Xponollsii» He oOpabGarTpiBaeT IepCOHAIbHbIE JaHHBIE CIIELHAIbHOH KaTErOpHH: O
MOJIMTHYECKHX, PEIMTHO3HBIX, MHBIX YOSKICHHAX, O WICHCTBE B 00IECTBEHHBIX O0BEIMHEHUAX HIIH
npo)COIO3HON NEATELHOCTH, O YaCTHON/MHTAMHOM KH3HA CyOBeKTa INEPCOHANBHBIX JaHHLIX. B
ciydae MOJIy4YEeHHsl TAKMX CBEACHHM, OHM YHHYTOKAIOTCH [10C/IC YCTAHOB/ICHUA IIPHYHH B criocoba
ux nonazanus B UCI1J] 3A0 «XponolIaii».
3.7.1lpn o0OpaboTKE NEPCOHAIBHBIX JaHHBIX JO/DKHBI OBITH TPHHATEL BCE HEOOXOAMMBIE
OpraHHU3alHOHHBIC U TEXHHYECKHE MEPBHI 110 00ECHEUCHUIO X KOHGHACHIIMAIBHOCTH B COOTBETCTBUH C
JIEHCTBYIOMUM 3aKoHOAarebcTBOM PO B 00s1acTH 3a11MTHl IEPCOHATBHBIX JIaHHBIX H MEXIYHapOHBIM
Crangaprom PCI DSS.
3.8. [TepcoHanpHbIC JaHHbIE XPAHATCS B 3JIEKTPOHHOM BHJe (Ha cepBepax, Bxoasamux B coctas UCIIJ) ¢
cobmonenneM TpeGoBanuii coorsercTBus Cranzapry PCI DSS u nonoxenus @enepajbHOro 3aKoHa

No152-03 «O nepcoHaNbHBIX JAHHBIXY.

4. Ilepenaua nepcoHAILHBIX JAHHBIX

4.1. 3A0 «XponolI»ii» npenocraBnser oOpadaTeiBaeMble NEPCOHAIbHBIE JAHHBIE B LE/IAX HCIOIHEHHS
CBOMX 0053aTeNIbCTB 110 JOTOBOPAM BO3ME3IHOTO OKa3aHMA YCIYT HH(OPMAIHOHHO-TEXHOJIOTHYECKOro

B3aHMOJICHCTBHA B IIponecce OCYIICCTBICHHA pacydeToB II0 IIJIaTeXkaM, COBEpIIacMbIM CYGBEKTOM
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nepcoHaIBHEIX JaHHBIX B ceTH MHTepHeT (nepeaaya ocymecTrisiercs B GaHK-3KBaiipep, MEXKIyHAPOIHYIO
IUIaTEKHYI0 CHCTeMy, OaHk-oMuTeHT). [lepcoHasnbHBIC JaHHBIE NPEAOCTABISIOTCA M0 3alIHIIEHHBIM
KaHaJlaM CBSI3M, HE JIOMYCKAIOIUM PACHpOCTPAaHEHHE MEPCOHAIBHBIX JaHHBIX HEOrPAHHYEHHOMY Kpyry
JHI[ B COOTBETCTBHH ¢ Tpeboanusamu Crangapra PCI DSS.

42.3A0 «Xponollzit» mnpemocTaBnser JOCTYI K IEPCOHAJIBHBIM JIaHHBIM TOJBKO CyOBEKTY
NePCOHANBHBIX JAHHBIX MM €ro 3aKOHHOMY NpEJICTABUTENI0 B COOTBETCTBHM C TpeOOBaHUSIMU
sakoHoarenscTea PM. JlocTyn K nepcoHalbHBIM JIaHHBIM 00ecreyrBaeTcs JIHMIOM, OTBETCTBEHHBIM 32
00paboTKy nepcOHABHBIX JaHHBIX ¢ BeJloMa PYKOBOIUTEINS Mopa3ieeHus, 00eceunBaroIIero 3aiuTy
00paboTku mepcoHaNbHBIX NaHHBIX. PaboTHHKH 3A0 «Xponollsii» UMEOT IOCTYN K IepCOHAIBHBIM
JIAaHHBIM B TIpe/ienax, HeoOXOJUMBIX /U1 BEIMOTHEHUsSI HMH CBOHMX JIOJDKHOCTHBIX 00S3aHHOCTEH.

4.3. B ciaydae nopydeHus 00pabOTKU MepcoOHATbHAIX JaHHBIX TPEThEMY JIHIlY, 00paboTKa OCYIIECTBIISETCS
nocie 3akmouenust norosopa mexay 3A0 «Xponolldii» m TpersuM nuioM. Takoe mHIO 00s3aHO
co0JIIOIaTh MPUHITKIIBL U TIpaBHia 00pab0TKU NMEPCOHANBHBIX JaHHBIX, IPELYCMOTPEHHBIE JIEHCTBYIOIIHM
3aKOHOaTeNLCTBOM P® B 00acTy 3aImMTHI MEPCOHATLHBIX JaHHBIX. [Ip 3TOM B nmopydyeHnn 3A0
«XponolIzit» onpenenstorcs AeHCTBHS (Onepanuu) C TEPCOHANBHBIMM [aHHBIMH, KOTOpbie OyayT
COBEpIIaThCS TAKUM TPETHUM JIMIIOM, a TaKoke 11eId 00paboTKH NEPCOHAIBHBIX JIAHHBIX, YCTAHABINBACTCH
0053aHHOCTh TAKOI'0 JIHIIA COOMI0IaTh KOH(PHICHIIMATBHOCTS TEPCOHATBHBIX JaHHBIX IPH HX 00paboTke,
a TaKKe 00S3aHHOCTh COOTBETCTBOBaTh TPEOOBAHMAM, NMpPEIbABIAEMBIM K 3alquTe oOpabarTbiBaeMbIX
NEPCOHAIBHBIX.

4.4. PaBOTHMKOM, OTBETCTBEHHBIM 3a KOHTPO/Ib HaJl [PUBJICKaeMbIM K 00paboTKe MepCOHATBHBIX JaHHBIX
TPEThbHM JIMIIOM Ha3Hadaercs paborHuk, ompenensembii B IIpukaze I'emepampHoro ampexropa 3A0
«XponolI»it».

4.5. Tperbe numo, ocymecTBagiomee oOpabOTKY NEpCOHAIBHBIX JMJaHHBIX IO mopyuyeHHio 3A0
«Xponolloiin, He 00s3aHO mOdy4aTh coriacue cyObeKTa IE€PCOHANBHBIX aHHBIX Ha 00paboTKy
NePCOHANBHBIX AaHHBIX. KOHTPOIIL 3a HA/TA4YHeM CoTacHsi, ecii OHO TpedyeTcs 1o 3aKkoHoaaTe1beTBY PO,
BO3/jaraeTcs Ha pykosogmtens mojpaszpeneHus 3A0 «Xpownollsi», oCymECTBIAIONMErO 3aKIHOUYCHHE
JIOTOBOpA BO3ME3/THOTO OKa3aHHs yCIyT HH(OpPMAIMOHHO-TeXxHoIorHYeckoro B3aumoieiicteus ¢ TCIL

5. IIpasa cydnexTa nepcoHAILHBLIX JAHHBIX

5.1. CyOBEKT MEPCOHANBHLIX JaHHBIX MMeEeT IIPaB0 Ha IMOJIy4eHHH HWH(GOPMAIMM OTHOCHTEILHO
MPEIOCTABIIIEMBIX MM II€PCOHAJIBHBIX JaHHBIX:

5.1.1. HaummeHOBaHME M MECTO HAXO0XKJIECHHUS ONEPATOpa IEPCOHAIBHBIX JaHHbIX;

5.1.2. HaumMeHOBaHME€ M MECTOHAXOMICHHSA JiMla, 0OpadaThlBarOIIEr0 E€PCOHAJIBHBIC JaHHBIE IO
MOPYHYEHHIO ONIEpaToOpa NEPCOHAIBHBIX JIaHHBIX;

5.1.3. Ilenb 0OpaGoTku NepcOHAIbHBIX AaHHBIX;

5.1.4. Tlepedyens oOpabaThiBaeMbIX NEPCOHATIBHBIX JI@HHBIX

5.1.5. CpeneHus TpaHcrpaHHUYHO#H Mepeaaye NEPCOHANbHBIX JaHHBIX:




3A0 «XpoHollan»
Q CHHDNDPAY 119048, Poccus, r. Mockea, ynuua Ycadesa, gom 33 cTp.2

+7 (495) 780 3060 www.chronopay.com

5.1.6. Cmnoco6sl 06paboTKH NepcoOHAIBHBIX JaHHBIX;
5.1.7. Cpok 00paboTku U XpaHEHHS NEePCOHAIBHBIX JaHHBIX.
5.2. CyOBeKT NepcOHAIBHLIX JMaHHBIX (MJIM ero IOJHOMOYHBIH IIpelCTaBHTEeNb) BIpaBe TpeOOBaTh
yTOUYHeHHA (€C/IH JaHHbIe SBISIOTCS HE TOUYHLIMH MIIHM YCTapeBIIHUMHM), OJIOKHPOBKH MJIH YHHUTOXKEGHHS
(eciu 1aHHBIE TTOJYYSHBI HE3aKOHHO HIIH He ABJSIOTCS He0OXOHMMBIMH JIIA 3a4BJIeHHO#H 1eH o0paboTKH)
MPEIOCTABICHHBIX HM IEPCOHATBHBIX JJAHHBIX.
5.3. CyOBeKT nepCcoOHaNbHBIX JaHHBIX B IPaBe MPEANPHHEMATh MEPHI 110 3allUTe CBOMX IIPAB H 3aKOHHBIX
HHTEPECOB, B TOM YHCIe o0pamaThbes ¢ COOTBETCTBYIOMUM 3asBneHreM B PockoMHua3op, [Ipokyparypy
HJIH TIOCPEACTBOM I10/1a4 UCKOBOTO 3afABJICHHA.
54.ITo mony4eHMH  COOTBETCIBYIOLIero  obpameHuss  cyObekTa  NEPCOHANBHBIX  JAHHBIX
3A0 «Xponollzii»:
5.4.1. OcymectBisier uaeHTHGUKALMIO CYOBEKTa NEPCOHATBHBIX TAHHBIX;
5.4.2. YcranaBmuBaet (pakt o6paboTKH nepcoHaNbHBIX JaHHBIX CYObEKTa EPCOHAIBHBIX IaHHBIX;
5.4.3.TIpepocraBnser cyOBEKTY MEPCOHATHHBIX MAHHBIX BO3MOMKHOCTH O3HAKOMIIEHMs C IOJIHOM
uHpOpMaLnel 0 ero nepcoHaIbHBIX JaHHbIX, 06pabarsiBaeMbIx 3A0 «XponolIsii»;
5.4.4. BHOCHT H3MEHEHHs, YHMYTOXKaeT WJIH OJOKHpyeT NepcoHalbHbIC JaHHBIE CyOBEKTa IpH
NPEeAOCTABICHHH MM CBelIeHWH, MOATBEepkKIAOMINX, yTo oOpabaTeiBaeMble MEPCOHAIIBHBIE JTaHHbBIE
AB/IAIOTCS HEMOJHBIMH, YCTApeBIIMMH, HEJOCTOBEPHBIMH, HE3aKOHHO IIOJYYEHHBIMH HJIH HeE
ABJISIOTCS HEOOXOIMMBIMH JUIA 3asiBIeHHOMN 1esn 06paboTKH;
5.4.5. U3BemaeT Beex JIHI, KOTOPBIM paHee ObUTH CO0OIIeHBI HEBEPHBIE HIIH HEIOJIHbIE IEPCOHAIIEHEBIE
JMaHHble CyOBEKTa MEPCOHAIBHBIX JaHHBIX 000 BCeX NMPOM3BEAECHHBIX B HUX HMCIPABICHHAX H/HIH
JIOTMOTHEHUAX
5.4.6. YBenomnser cyObeKTa NEpPCOHANBHBIX JaHHBIX O pe3y/bTarax 3alpaliMBacMbIX CYOBEKTOM
NEACTBHIA.
5.5. YuuvroxkeHue/OI0KMpOBaHUE T[IEPCOHAIBHBIX JTAHHBIX OCYIIECTBIAETCS B COOTBETCTBHH €
tpeboBarmamu Cranmapra PCI DSS. Ilepconanbhble faHHbIC TOUICKAT YHHYTOKEHHIO MTOC/IE HCTCUCHUA

CpOKa NpeIbABICHHA MPETEH3UM 10 TPaH3aKIKAM, COBEPIIEHHBIM C HX HCII0JIb30BAHHEM
6. OO6padorTka mepcoOHANBHBIX JAHHBIX

6.1. [TopsiloKk ¥ CPOKM XpaHEHHsA NEPCOHAIBHBIX JAHHBIX ONPEACHAIOTCS BHYTpeHHMMH aktamu 3A0
«Xponollaii», a Takxke 3aKkoHOaTeNbCcTBOM Poccuiickoit @enepamun, a Taxxe Cranmapry PCI DSS. Ilo
HCTCYCHNH YCTAHOBJICHHOIO CPOKa XPaHCHHUA JaHHBIC MOUICKAT YHUYTOKCHHIO.

6.2. [lepenaya NEepCOHAIBHBIX JaHHBIX TPETHHM JIMIIAM OCYIICCTBJSETCS HA OCHOBAHHMHM JOTOBOpA,
KOTOPBIX OOS3BIBACT TPETHIO CTOPOHY oOecnednTs u CcOOMIOAaTh PEeXKHM KOH(HACHIHATIBHOCTH

NEPCOHAIBHBIX JaHHBIX.
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6.3. Tpancrpaauunas nepenada 3A0 «Xpouolls#» nepcoHaIbHBIX JaHHBIX HA TEPPHTOPHH HHOCTPAHHBIX
rocy/1apcTB, He OOecneuMBAIOIMX ANCKBATHYIO 3alUTy MNpaB CyOBEKTOB NEPCOHANBHBIX JAHHBIX
BO3MOXKHA, €CJTH:

6.3.1. CyOBeKT mnepcoHaNbHBIX MaHHBIX B MHCBMEHHOH (QopMe BBIpasuHa corjacue Ha
TpaHCTPaHUYHYIO Nepeiady NePCOHATBHBIX JaHHBIX;

6.3.2. TpancrpanuyHas nepejaava JaHHBIX MPEAYCMOTPEHA MEKIAYHAPOAHBIMU AoroBopamu PO;

6.3.3. B coorsetrcTBIM ¢ penepaibHBIM 3aKOHOAATEILCTBOM TPAHCTpaHUYHAA ITepeaada HeoOXxo1uma
JUIS 3alMThl OCHOB KOHCTHUTYHHMOHHOro crpos P®, ofecnedyenusa oOoporbl u Ge3omacHOCTH
rocyiapcrsa, Ui obecrniedeHHs ycToM4MBOro u GesonacHoro (yHKIHOHHPOBAHHA TPAHCIIOPTHOIO
KOMITJIEKCa, 3alllUThl HHTEPECOB JIWYHOCTH, OOmecTBA M TrocyaapcTBa OT aKTOB HE3aKOHHOIO
BMeIaTeIbCTBA;

6.3.4. TpaucrpauuyHas nepejaada HeoOXoJuMMa Ul HCIOJHEHHS I0TOBOpa, CTOPOHOH KOTOPOro
SABJIAETCH CYOBEKT IEPCOHAILHBIX JaHHBIX;

6.3.5. Tpaucrpanu4Has nepejaada HeoOX0AMMa JUIS 3aQIIWTHEl JKH3HH W/HIIM 3[0pPOBbS, JXM3HEHHO
BO)KHBIX HHTEPECOB CyOBEKTa NEepPCOHAIBHBIX JAHHBIX IPH YCJIOBHMHM HEBO3MOXHOCTH IIOTY4EHHUS
[TUCBMEHHOT'O Corjiacus CYSBEKTB NEPCOHAIIBHEBIX JaHHBIX.

6.4. TlepcoHasibHbIe JaHHBIE MOTYT OJIOKUPOBATBHCS MO MOMYYEHHH COOTBETCTBYIOIIErO OOpallleHHsi OT
CyﬁLCKTa HEpCOHaJ'lebIX JaHHBIX, €0 I[MOJIHOMOYHOTO MNpEACTABHUTEIIA HITH yﬂOIIHOMO‘leHHOI'O oprasa 1o
3alidTe 1paB CyOBEKTOB MEPCOHAIBHBIX JAaHHLIX MPH YCIOBHH MOATBEP)KACHHH (paKTa HEIOIHOTHI,
ycTapeBaHHsi, HEIOCTOBEPHOCTH IEPCOHANBHBIX JAaHHBIX, HE3aKOHHOCTH IOJYYEHHUs IEePCOHAIbHBIX
JIaHHBIX, COBEPLICHHUS HEIPABOMEPHBIX ACHCTBHH C MCIOJB30BAHHEM IEPCOHAIBHBIX IAaHHBIX H/WIH
OTCYTCTBHS HEOOXOIMMOCTH NMEPCOHATbHBIX JaHHBIX J/IS 3asBICHHOMN neiu 06paboTKy.

6.5. IlepcoHasibHBIE JaHHBIE YHUYTOKAKTCH:

6.5.1. Tlo goctmxenun nemn o6paboTku:

6.5.2. Ilo momyyeHMH OT3bIBa corjacus cyObekra NepCOHaIbHBIX JaHHBIX Ha o00paboTky

[IEPCOHAJIBHBIX JIaHHBIX;

6.5.3. HcredyeHne yCTaHOBJIEHHOIO CPOKa XPaHEHHs NIEPCOHAIBHBIX JaHHbIX;

6.5.4. Ilpu orcyrcTBHH He0OXOAMMOCTH 00pabOTKHM NEPCOHATbHBIX JAHHBIX B COOTBETCTBHH C

3aiBJICHHBIMH LEISIMHA 00pab0TKH NMEPCOHAIbHBIX JaHHbIX;

6.5.5. Ilpeanucanue MOJIHOMOYHOrO OpraHa Mo 3alMTe MpaB CyOBEKTOB NMEPCOHAIBHBIX JaHHBIX

(Pockomuanzop), [IpokypaTyphl Wiin Ha OCHOBAaHHMHM PEILEHMS CY/1a.
7. 3amuTa NepcoOHAJbHBIX TAHHBIX

7.1. 3A0 «XpomnolIsi#i» obecrnieunBaeT KOHPUACHIHATBHOCTD IIEPCOHANBHBIX JIaHHBIX IIPH UX 0OpaboTke.
7.2. B nensix obecneyenus 0€30MacHOCTH NEPCOHATBHBIX JaHHBIX IPH X 0OpaboTke:
7.2.1. Tlpoussencna knaccudukauus UCIIJ ¢ ycraHoBiaeHneM yrpo3 0€30HaCHOCTH NMEPCOHAIBHBIX
JAHHBIX ¥ ONPEICICHHEM HEOOX0AMMOr0 YPOBHS 3alMIICHHOCTH IEPCOHAIBHBIX AaHHBIX;
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7.2.2. OnpeneneH mnopsaok coOmojeHus BceX TpeOOBaHHII JeiCTBYIOIEro 3aKOHOJATENbCTBA 110
o6paboTke ¥ 3alIHUTe NEPCOHATBHBIX JAHHBIX B pamkax jestensHocTH 3A0 «Xponolldiiy,
7.2.3. Ha3HayeHoO JIMII0, OTBETCTBEHHOE 3a 00paboTKYy NepCOHATbHBIX JaHHBIX;
7.2.4. HasnaueH paboTHHK, 00s3aHHbIH oOecneurBars 6€30MacHOCTh NEePCOHANIBHBIX JaHHBIX MPH HX
obpaborke B UCITJT — Anmunucrparop C3I1/I;
7.2.5. PazpaboTaHa MoJeb HAPYITHTENS U MOJIENH YTPO3;
7.2.6. PaspaboTana noxyMeHTanus mo obecrieueHuio 6e30MacHOCTH MEePCOHANBHBIX JAHHBIX MPH HX
obpaboTke;
7.2.7. PaspaboTaHbl M yTBep)KIeHbl TpeOOBaHMs, MpEeIbABIAEMble K XPAaHEHHIO MAaTEPHATBHBIX
HOCHTEJNel MepCOHATTLHBIX JIAHHBIX;
7.2.8. OcymecTBaseTcss OrpaHUYEHHe JOCTYIA B TOMEIIeHHs], I7Ie XPaHATCS MaTepUalbHbIe HOCHTE!H
MEePCOHATBHBIX JIAHHBIX;
7.2.9. Pa3paboTaHbl perjiaMeHThl SKCIUTyaTalliK CPeICTB 3aluThl HH(popManun B coctae C3I1/T;
7.2.10. [IpoBoasTCcs NEPHOAMYECKHE MPOBEPKH 10 coOmoaeHui0 TpeboBauuii obecriedeHns
6e30MmacHOCTH NEPCOHAIBHBIX JaHHBIX NPH KX 00paboTke.
7.3. PaGotauku 3A0 «XpoHolls#i», B COOTBETCTBHH CO CBOMMH IMOJIHOMOYHMSAMH JONYIIEHHbIE K paboTe ¢
MEPCOHATBHBIMU JIAHHBIMH, TIOANMCHIBAIOT 00A3aTeNbCTBO O HepasrIalleHUH KOH(QWICHIHAIBHOM
uadopmaunn. B ciaydae Hapymenus oOss3arenbcTBa M mpaBui 00pabOTKHM NEPCOHANBHBIX JaHHBIX
IIPUBJIEKAIOTCA K OTBETCTBEHHOCTH B COOTBETCTBHH C 3aKOHOAATEILCTBOM PD.
7.4. Paborauku 3A0 «Xpounoll»iin, nonymenusie kK paboTe ¢ NepcOHATBHBIMH JaHHBIMH, HECYT JIHYHYIO
OTBETCTBEHHOCTB 34 COXPAHHOCTL HOCHTENS H coOMIIOIcHHE peKUMa KOH(PHACHIHAIBHOCTH T10TYYE€HHOI

HH(OpMALHH,

8. Konrpoas n Haaszop 3a 00padoTkoii nepcoHaIbHBIX JAHHBIX

8.1. KonTposs u Hax30p 3a 06paboTKO#H MepcoOHANBHBIX JJAHHBIX ocymiecTBaseT Otaen uHopMatMoHHO
0e30macHOCTH.

8.2. KoHTpOIb OCYILECTBIIAETCS MOCPEACTBOM TEXHUYECKAX CUCTEM MOHHTOPHHIA U IPOTOKOJIHPOBAHHUA.
8.3. Bcee neilicTBHS € IEPCOHAIbHBIMYU JIAHHBIMH IIPOTOKOJIMPYIOTCA M XpaHsTcs He Donee 5 1eT.

8.4. JIroOble HECAHKIIMOHMPOBAHHBIE JACHCTBMI ¢ I[IEPCOHAIBHBIMM JIAHHBIMM  OTCIICHKHBAIOTCH
pabotaukamu Otaena uHGOpPMAMOHHOH OE€30IaCHOCTH € NPEAOCTaBJICHHEM OTYETa O HaApPYIICHHAX
pykoBoautemo Ot/ie1a nHGOPMaHOHHO#H 0€30IIaCHOCTH H IIPECEKAOTCA B aBTOMATH3HPOBAHHOM PEKHME
cpencteamu C3IT/1.

8.5. Ha ocroBannu otueroB C3IIJ] pyxoBomurens Otmena wuHbopMaunoHHOH Oe3omacHOCTH
uHdopmupyer ['enepanproro mupexktopa 3A0 «Xpouollaii». Pemenne o Ha0KEeHHH OTBETCTBEHHOCTH 3a
COBEpPILICHHbIC HAPYLICHHs npuHEMaeTcs ['enepaabibivM aupekTopoM 3A0 «Xporollaii» B cooTBETCTBHH

¢ 3aKoHo1aTebeTBOM PB u nokansHeiMu HOpMaTHBHBEIME akTamu 3A0 «XponolIaiiy.
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